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Abstract—We present numerically an all-optical approach to
generate fast physical random numbers. This approach is based
on chaotic self-pulsations, a kind of chaos superimposed on periodic pulse trains. Two-section semiconductor lasers (TSSLs) can
exhibit this phenomenon of chaos, under an appropriate external
optical injection. Simulations demonstrate that, without sampling
and postprocessing procedures, this technique can produce random numbers at gigabit per second rates through directly quantizing the chaotic self-pulsations via an all-optical flip-flop. Further
simulation results show that the random number generation rate
can be continuously and easily tuned in a large range from 5 to
10 Gb/s by adjusting some control parameters of the TSSL subject
to continuous-wave optical injection, such as injection strength,
frequency detuning, gain current, and absorber bias. Moreover,
our numerical studies show that these generated random numbers
sequences above with the proposed method can pass successfully
standard benchmark tests for randomness.
Index Terms—Chaos, optical signal processing, random number
generation, semiconductor lasers.

I. INTRODUCTION
ANDOM number or bit generators (RNGs) are the nuts
and bolts for many applications from science to commerce: cryptography and security protocols [1]–[5], Monte
Carlo (MC) simulations [6], stochastic experiments [7], and
lottery games [8], for instance.
Deterministic algorithm-based pseudorandom number generators (PRNGs) are well known and widely used in various fields
aforementioned, because they show the merits of high-speed
bit generation rate and ease of implementation. However, there
exists a fatal defect in PRNGs that their output sequences are periodic. Once the seeds and generation algorithms are known, one
can predict completely their outputs (i.e., pseudorandom bits). If
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PRNGs are applied in a secure system, disastrous consequences
can be caused [9]. Even in the large-scale MC simulations where
the security is not crucial, PRNGs can lead to systematic errors [10]. “Anyone who considers arithmetical methods of producing random digits is, of course, in a state of sin,” said by J.
von Neumann [11].
The quest for true randomness engenders the other kind of
RNGs: true random number generators (TRNGs). TRNGs, also
called as physical RNGs, produce random numbers or bits by
digitizing stochastic physical processes in the natural world.
There have existed many different proposals for TRNGs based
on the foundational unpredictability, such as thermal noise in
resistors [12], single photon splitting on a beam splitter [13],
the continuous variable vacuum fluctuations [14], [15], amplified spontaneous emissions from superluminescent LEDs [16],
erbium-doped fiber amplifiers (EDFAs) [17] or semiconductor
optical amplifiers [18], and chaotic dynamics in semiconductor
lasers [19]–[28] or electrical circuits [29]–[32], but most of them
have a common feature that their entropy sources are stochastic continuous variables. In the transformation from stochastic
signals to discrete random bit sequences, TRNGs usually need
achieve three steps: sampling, quantizing, and postprocessing.
In the sampling procedure, the aperture jitter of the external triggered clock can result in great deterioration of the conversion
accuracy and signal-to-noise ratio (SNR) [33], especially when
it works at a high speed. To obtain statistically passable random sequences, the postprocessing procedure (e.g., hash function [13], [14], exclusive OR (XOR) operation [19], or least
significant bits (LSBs) algorithm [21]) is often performed. Finally, the complexity of TRNGs is significantly increased and
the bit rates become not easily tunable.
Recently, we have proposed and demonstrated a simple
method of a TRNG using discrete-time stochastic systems as
physical entropy sources [34]. In this method, a discrete pulse
amplitude chaos from a fiber ring laser passively mode locked
by nonlinear polarization rotation is directly quantized into
high-quality random number sequences in the absence of sampling and postprocessing procedures. Therefore, this method can
avoid the aliasing problem induced by the sampling procedure
and thus attain a reduction in structure complexity. However, it
has an inevitable drawback in the limited rate of 20 Mb/s. For
many applications such as secure communications, the generation speed of random numbers is of paramount importance.
In this paper, we show numerically that the high-speed alloptical TRNG based on discrete-time chaotic systems can be
achieved with optically injected two-section semiconductor
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arate the light of the DFB laser from the injected lights. The
obtained random bit sequence can be visualized on an oscilloscope (OSC). We describe detailed numerical simulations as
follows.
A. Chaotic Self-Pulsations and Their Characteristics
Fig. 1. Schematic diagram of the proposed all-optical TRNG based on chaotic
self-pulsations produced by an optically injected TSSL. Sections A and B are
the gain and absorber section of TSSL, and Ja and Jb are their respective pump
currents. 50/50: 3-dB optical coupler; EDFA: erbium-doped fiber amplifier;
Att.: optical attenuator; FDL: fiber delay line; WDM: wavelength-divisionmultiplexing coupler; CW1 /CW2 : CW lights; DFB: distributed-feedback laser
diode; BPF: optical bandpass filter; and OSC: oscilloscope.

lasers (TSSLs). In this new method, the TSSL is used as a
slave laser injected by an external continuous-wave (CW) light
from the other laser (the master laser). By adjusting the injection strength and the frequency detuning from the master laser
to the slave, the TSSL can exhibit chaotic self-pulsations which
consist of pulse streams with a high repetition frequency but
stochastic intensities. Then, through directly quantizing chaotic
self-pulsations with an all-optical flip-flop (AOFF), physical
random number sequences with verified randomness can be
obtained.
This proposed TRNG can not only eliminate the problem
induced by sampling procedures, but also has a significantly
increased generation rate which can be continuously tuned up
to more than 10 Gb/s. Moreover, it is worth mentioning that this
new TRNG is directly compatible with the optical communication networks without any electronic-to-optical or optical-toelectronic conversion, because all its signal processing is done
in the optical domain. In next generation ultrafast optical networks, all-optical signal processing will be important. The speed
limitation of electronic devices is considered to be several tens
of gigabits per second. For signal processing at higher speeds,
it will inevitably be necessary to use all-optical devices. From
this prospect, our work may spur more interests toward realizing
ultrafast all-optical TRNGs.
II. PRINCIPLE AND SIMULATION
The schematic diagram of the proposed TRNG is shown in
Fig. 1, which mainly includes a TSSL subject to CW optical injection (CW2 ) and a distributed-feedback laser diode (DFB). In
this system, the TSSL is the physical entropy source, while the
DFB plays the role of an AOFF used to quantize the outputs of
the entropy source. Under appropriate injection strength and frequency detuning, the TSSL will exhibit chaotic self-pulsations
which are output via a 3-dB coupler (50/50). Then, they are split
by another 3-dB coupler (50/50) resulting in two identical pulse
streams, whose powers are controlled through a set of EDFAs
and optical attenuators (Att.), respectively. One of the two identical trains is injected into the right-hand side of the DFB laser
through a fiber delay line (FDL). On the left-hand side of the
DFB laser is the other pulse stream combined with a CW light
(CW1 ) at the same wavelength through a wavelength-division
multiplexing (WDM) coupler (WDM). At last, we employ an
optical circulator and an optical bandpass filter (BPF) to sep-

As the physical random entropy source of the all-optical
TRNG, chaotic self-pulsations are generated by a TSSL subject to CW optical injection, as illustrated in Fig. 1. The TSSL
is comprised of two sections: the longer section is biased well
into gain, named as a gain section, while the shorter section is
unbiased or reverse-biased, termed as an absorber section. Each
section is individually biased by a direct current (Ja or Jb ).
Note, all the subscripts a and b in this paper refer to the gain
and absorbing media, respectively. When the injection strength
and the frequency detuning from the master laser (CW2 ) to the
slave TSSL are appropriate, chaotic self-pulsing takes place.
Chaotic self-pulsation is a kind of chaos superimposed on a
periodic system, which exists commonly in the Rossler dynamical systems [35]. Such chaos in optically injected TSSLs are
first reported by Chlouverakis and Adams [36]. In their work,
the region of chaotic self-pulsations (named as C2 region by
them in [36]) for an optically injected TSSL with two different
linewidth enhancement factors (αa and αb ) has been determined
and they pointed out the chaotic self-pulsation region can be enhanced when αa < αb .
In this paper, we discuss the characteristics of chaotic selfpulsations in optically injected TSSLs and demonstrate that it
is a suitable physical entropy source for TRNGs. The applied
model and associated parameters for the TSSL subject to external CW optical injection are the same as those in [36]–[38],
expressed as follows:
dE
dt
dθ
dt
dna
dt
dnb
dt

1
{na (1 − h) − nb h}E + K cos θ
2
1
sin θ
= ω − {na αa (1 − h) − nb αb h} − K
2
E
=

(1)
(2)

= Ja − e1 E 2 − e2 na (1 + E 2 )

(3)

= Jb − e3 E 2 − e4 nb (1 + γE 2 )

(4)

where E is the normalized slave TSSL electronic complex amplitude and θ is the corresponding phase. K and ω denote the
injection strength and the frequency detuning from the master
laser to the slave TSSL, respectively. na and nb give the normalized carrier densities for both sections in the TSSL, respectively.
The following parameters are used in the simulation: the normalized length of the absorber section h = 0.1, the normalized
pump currents Ja = 0.0109 and Jb = 0.065, the corresponding
linewidth enhancement factors αa = 3 and αb = 4, the material parameters for the TSSL e1 = 0.002356, e2 = 0.002, e3 =
0.0036, e4 = 0.005, and γ = 1.2. For more details, see [36].
With the aforementioned parameters selected, the TSSL subject to optical injection can emit chaotic self-pulsations in an appropriate injection strength K and frequency detuning ω range.
Fig. 2 shows a detailed dynamics of an optically injected TSSL
with αa = 3 and αb = 4, where the colored region denotes
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Fig. 2. Stability map for an optically injected TSSL with α a = 3 and α b =
4. The colored region denotes chaotic self-pulsations. The color represents the
repetition rate of chaotic pulsations. The rest of the map, i.e., the clear region,
represents period states, quasi-period states, or conventional chaos.

chaotic self-pulsations. The rest of the map represents period or
quasi-period states or conventional chaos.
We arbitrarily select an operating point in the chaotic selfpulsations region (see Fig. 2) with K = 0.15 and ω = 0.3 to
analyze the characteristics of chaotic self-pulsations. Fig. 3(a)
shows a typical chaotic self-pulsations time series in the selected state, composed of chaotic pulse streams with a 5.4-GHz
repetition frequency but random intensities. Fig. 3(b) shows the
autocorrelation function curve of the chaotic pulse powers. The
delta-profile curve in Fig. 3(b) indicates that the chaotic selfpulsations are aperiodic and have a statistically insignificant correlation. This feature is crucial to generate high-quality random
bits. For identifying the complexity of chaotic self-pulsations
and the nonlinear correlation they embrace, a further analysis
is performed. We first reconstruct a pseudophase space from
the successive chaotic pulse power data by means of the delaycoordinate technique and then employ Grassberger–Procaccia
algorithm (GPA) [39] to acquire their correlation dimensions
(D2 ) and embedding dimensions (m). Fig. 3(c) shows a plot of
D2 as a function of m based on 20 000 power points. As expected for chaos, D2 clearly converges to a value corresponding
to the correlation dimension. The higher the value, the larger the
dimension of the space required to completely unfold the chaotic
attractor, and the more complex the dynamic output. From
Fig. 3(c), we can confirm that the correlation dimension of the
generated chaotic self-pulsations is a fractional number around
5 which implies significant complexity. Finally, we consider the
distribution of chaotic pulse powers. As shown in Fig. 3(d),
the stochastic histogram of the chaotic pulse peak intensities
indicates that chaotic self-pulsations have a highly symmetric
distribution. Such a distribution is very useful for a TRNG.
B. All-Optical Quantization for Random Number Generation

Fig. 3. Characteristics of chaotic self-pulsations. (a) Time series of the chaotic
self-pulsations. (b) Autocorrelation curve of the chaotic pulse powers. (c) Result
of GPA analysis on chaotic pulse powers. (d) Stochastic histogram of the chaotic
pulse peak intensities.

We quantize the generated chaotic self-pulsations with the
same method as that in [28] and [34], which is implemented
using a DFB laser functioning as an AOFF. Through injecting a
CW light into such a laser diode, a bistability phenomenon can
appear due to the spatial hole burning effect, which is the base
of AOFF operation. By adjusting the intensity of the injected
CW light into an appropriate value, the DFB laser will be held in

the bistable regime. In this condition, the two states of the bistability can be switched by the random pulses injected into the
right and left side of the DFB laser, as shown in Fig. 1. Herein,
it must be pointed out that only when the injected pulse power
is higher above a certain threshold determined by the hysteresis
curve width (expressed as ΔP = Pth2 − Pth1 in [28] and [34]),
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Fig. 4. Temporal waveforms. (a) Chaotic self-pulsations from the optically
injected TSSL. (b) Chaotic self-pulsations injected into the left hand of the
AOFF. (c) Delayed chaotic self-pulsations injected into the right-hand of the
AOFF. (d) Random bit sequence.

the switch between the two output states happens. In addition, it
should be noted that this kind of AOFF is proposed and demonstrated from both experiment and simulation by Huybrechts
et al. [40]–[42]. Their studies show that the AOFF requires low
trigger pulse energies below 200 fJ and has a rising time of
40 ps in experiments and can be shorten to 10 ps in theory, corresponding to a bandwidth larger than 30 GHz. Therefore, this
kind of AOFF is feasible enough to respond to the chaotic selfpulsing train with high repetition frequencies around 10 GHz.
On the basis of the aforementioned phenomena, the quantizing
to the chaotic self-pulsations can be achieved numerically. For
more details, see [28] or [34].
Fig. 4 shows the quantizing results to chaotic self-pulsations.
In the simulation, the CW light [CW1 in Fig. 1] has a power of
1.6 mW. In this case, the AOFF threshold corresponds to 0.1 mW
which is equal to the mean power of the chaotic self-pulsation.
Fig. 4(a) shows the chaotic self-pulsations time series from 0
to 2 ns emitted by the TSSL subjected to CW optical injection.
Different with the state in Fig. 3(a), the chaotic self-pulsations
here lie on a higher repetition frequency of 10 GHz. The increase
in the repetition frequency is induced by the variations of some
parameters Ja , Jb , K, and ω. Herein, Ja = 0.0118, Jb = 0.0624,
K = 0.2, and ω = 0.35, and other parameters are the same as
that in Section II-A. Specific affection of Ja , Jb , K, and ω on the
repetition rate will be analyzed in Section III. The chaotic selfpulsations with an average power of 0.1 mW after through the 3dB coupler are illustrated in Fig. 4(b), which will be injected into
the left side of the DFB laser. Fig. 4(c) shows the other identical
stream which is delayed by about 50 ps via the FDL and injected
into the DFB laser from its right hand. Fig. 4(d) shows the final
AOFF output (i.e., the random bit sequence) after through the
BPF separating the lasing light of the AOFF from the injecting
lights. The “hollows” in the output waveform represent “0 s”
and other parts are coded as “1 s.” It is obvious that the bit rate of
the generated random sequence is also 10 Gb/s corresponding
to the repetition frequency of the chaotic self-pulsations.
C. Randomness Verification
After these aforementioned procedures, the theoretical model
of our all-optical TRNG has been constructed. In this section,
we provide detailed quality test results of the proposed TRNG.

Fig. 5. Typical results of NIST statistical tests. Using 1000 samples of 1-Mb
data and significance level β = 0.01, for “Success,” the P -value (uniformity
of p-values) should be larger than 0.0001 and the proportion should be greater
than 0.9805608. Blue squares and black circles represent the P -value and passed
proportion of each tests, respectively.

There are numerous statistical test suites to assess the quality
of the statistical randomness of RNGs. However, the statistical
test suite of the National Institute of Standards and Technology
(NIST) [43] and the Diehard test suite [44] are widely accepted
to be more stringent in detecting the deviation of a data stream
from randomness and have become the standards.
The NIST test suite contains 15 types of statistical tests and
each test is based on a calculated statistical p-value, a function
of the data being tested. The passing criterion is determined by
the length of the tested bit sequence n and the significant level
β. In our tests, n = 1000 samples of 1-Mb data are applied
and α is chosen to be 0.01. In this case, when the proportion of the sequences
satisfying p-value > β is in the range

of (1 − β) ± 3 (1 − β)β/n = 0.99 ± 0.0094392 and the uniformity of the p-values (i.e., the P -value) is larger than 0.0001,
the sequences are considered to be random. Fig. 5 shows a typical result of NIST tests, where blue squares and black circles
represent the P -value and passed proportion of each tests, respectively. The numbers from 1 to 15 on the horizontal axis
represent 15 different statistical tests in NIST test suite, which
are named as “Frequency,” “Block frequency,” “Cumulative
sums,” “Runs,” “Longest-run,” “Rank,” “FFT,” “Nonperiodic
templates,” “Overlapping templates,” “Universal,” “Approximate entropy,” “Random excursions,” “Random excursions variant,” “Serial,” and “Linear complexity,” respectively.
On the other hand, the Diehard test suite is a statistical package involving 18 statistical tests. The 18 tests have been applied
to 74 Mb random number sequences. The significant level β has
been chosen to be 0.01, which means that each test is considered
to be successfully passed when the P -value (i.e., uniformity of
the p-values) of each test lies in the range from 0.01 to 0.99.
A typical Diehard test result is shown in Fig. 6, where blue
squares denote the P -value of each test in Diehard test suite and
the numbers from 1 to 18 on the horizontal axis represent 18 different statistical tests, which are named as “Birthday spacing,”
“Overlapping 5-permutation,” “Binary rank for 31 × 31 matrices,” “Binary rank for 32 × 32 matrices,” “Binary rank for 6 × 8
matrices,” “Bitstream,” “Overlapping-Pairs-Space-Occupancy,”
“Overlapping-Quadruples-Space-Occupancy,” “DNA,” “Count
the 1’s on a stream of bytes,” “Count the 1’s for specific bytes,” “Parking lot,” “Minimum distance,” “3D-spheres,”
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Fig. 6. Typical results of Diehard statistical tests. Using 74-Mb data and
significance level β = 0.01, for “Success,” the P -value (uniformity of p-values)
should be within [0.01, 0.99]. Blue squares denote the P -values of each test,
respectively.

“Squeeze,” “Overlapping sums,” “Runs,” and “Craps,” respectively. Among them, the P -values of “Binary rank for 6 × 8
matrices”/“3D-spheres”/“Overlapping sums”/“Runs”/“Parking
lot”/“Minimum distance” are obtained by applying the
Kolmogorov–Smirnov (KS) test to the P -values of all the
subtests.
As shown in Figs. 5 and 6, the obtained binary strings with our
method pass all the statistical tests of NIST and Diehard. That
indicate that the proposed TRNG has high-quality randomness
and its outputs are truly independent random bits.
III. TUNABLE BIT GENERATION RATE OF THE TRNG
The generation rate of the proposed all-optical TRNG is primarily determined by the repetition frequency of chaotic selfpulsations from the optically injected TSSL, as described in
Section II. Therefore, if the repetition rate of chaotic selfpulsations is tunable, the tunability of bit rate of TRNG can
be realized correspondingly.
There are two methods to tune the repetition rate of chaotic
self-pulsations.
One is to vary the injection strength K and frequency detuning ω, through adjusting the master laser [CW2 in Fig. 1] in the
master–slave configuration of optically injected TSSL on the
repetition rate of chaotic self-pulsations. The calculated mapping of the repetition rate of chaotic pulsations as a function
of the injection strength K and frequency detuning ω has been
given beforehand in Fig. 2 (see Section II-A). On the mapping,
two characterizations are apparent. When the frequency detuning ω is fixed, the chaotic pulsation repetition rate will increase
with the increase of the injection strength K. In contrast, by increasing the frequency detuning ω, the repetition rate of chaotic
pulsations falls down while the injection strength K is constant.
Typically, the repetition rate of chaotic pulsations can be tuned
up to 8 GHz at the bottom of the chaotic self-pulsation region
(see Fig. 2).
The other is to simultaneously varying both bias currents of
the slave TSSL. We consider the effects of bias currents of the
TSSL on the repetition rate of chaotic pulsations by arbitrarily
selecting an operating point in the chaotic self-pulsations region
(see Fig. 2) with K = 0.2 and ω = 0.35. Other parameters in the
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Fig. 7. Typical variation of chaotic self-pulsation frequency with gain current
Ja and absorber bias Jb .

simulation keep the same as that in Section II-A. Fig. 7 shows
the typical variation of chaotic self-pulsation frequency with
gain current Ja and absorber bias Jb . Continuous tuning can
be observed. When absorb bias is fixed, increasing gain current
increases the repetition rate of chaotic self-pulsations. On the
other hand, the chaotic self-pulsation frequency shows a linear
dependence on the absorber bias: increasing the positive bias
will increase the pulsation frequency for a constant gain current.
Meanwhile, it is clear from Fig. 7 that chaotic self-pulsations
at frequencies above 10 GHz are possible, and the repetition
frequency can be continuously tuned in a large range of several
gigahertz. In fact, if the selected operating point is located at
the bottom of the chaotic self-pulsation region (see Fig. 2), the
chaotic self-pulsations can reach a higher repetition rate. Here,
it should be noted that the gain current Ja and absorber bias Jb
only can vary in a limited range. If the pump currents increase
further, the chaotic self-pulsation state may break up.
In addition, we point out that the statistical randomness of
random bit sequences extracted from the chaotic self-pulsations
with different repetition rates by means of the same method in
Section II-B can also pass successfully the statistical test suite of
NIST and DIEHARD. Those detailed test results are omitted in
this paper, because they are similar with the ones in Figs. 5 and
6. Herein, we only list some typical final test results of random
sequences with different rates and their corresponding working
states of the TSSL where only Ja , Jb , K, and ω are variables,
while the other parameters are the same as that in Section II-A.
As shown in Table I, the random sequences working at the
bit rates from 5 to 10 Gb/s can pass all tests. The maximum
passable bit rate is 10.15 Gb/s, corresponding to the repetition
frequency of chaotic self-pulsations from the TSSL working at
the condition where Ja = 0.0119, Jb = 0.0624, K = 0.20, and
ω = 0.35. Note, NIST and Diehard in Table I denote the final
result of the NIST and Diehard test suite, respectively.
IV. DISCUSSIONS
A. Robustness of the All-Optical TRNG and Its Improvement
Among all signal processing procedures in our system,
all-optical quantization to chaotic self-pulsations is a crucial
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TABLE I
TYPICAL FINAL TEST RESULTS OF RANDOM SEQUENCES WITH DIFFERENT
REPETITION RATES

Fig. 8. Frequency of “0” in a random bit sequence (blue squares) and the
number of passed NIST tests (red circles) as a function of the threshold bias.
Here, the threshold bias represents the difference between the threshold of the
AOFF which is fixed at 0.1 mW and the average power of the chaotic pulse
trains.

ingredient to affect the tolerance of the proposed TRNG, because all-optical quantization through the AOFF operation requires a very strictly determined threshold decision in order to
maintain good randomness.
Let us take the TRNG with the rate of 5.4 Gb/s (see
Section II-A) as an example. In Fig. 8, a graph of the occurrence
frequency of “0” and the number of successful NIST tests as
functions of the threshold bias is shown. Notice that the threshold bias denotes the difference of the mean value of the chaotic
pulse powers from the AOFF threshold which is fixed at 0.1 mW
in our simulation. The mean power of the chaotic pulse streams
is variable through tuning the set of EDFAs and Att. in Fig. 1.
From Fig. 8, it is obvious that the frequency of “0” decreases
almost linearly as the threshold bias increases. Only when the
frequency of “0” is within [49.87%, 50.13%], the corresponding
random sequences can successfully pass all the NIST tests (15
tests in total). To satisfy this condition, the variation range of
the threshold bias is allowed from −0.0045 to 0.0045 mW, as
shown in Fig. 8. Further, we have also analyzed the robustness
of the proposed TRNGs working at other states with different
generation rates using the same method above. The analysis results confirm that they also exhibit similar features as shown in
Fig. 8. That implies that slight detuning from the threshold value
of the AOFF would deteriorate the randomness of the output random bit sequences. Such a limited tolerance of threshold bias

is hard to control in a real system. The difficulty mainly comes
from one reason that the long-term stability of chaotic entropy
source (i.e., chaotic self-pulsations from the TSSL) is not easy
to guarantee in experiments. In our simulation on the optically
injected TSSL, we find that any tiny change of laser operating
parameters such as K and ω will induce to a great fluctuation
of mean power of chaotic self-pulsations. This phenomenon is
in accordance with that observed by Chlouverakis and Adams
in [36]. Therefore, it is predictable that the threshold of AOFF
(which is equal to the mean power of chaotic self-pulsation) in
experiment will be more difficult to tune so as to avoid the bias
in the division, because there are more avoidable perturbations
sources. So, the core of the problem to construct a real system
in future should be how to strengthen the tolerance of TRNG in
the fluctuation of chaotic output.
The reason why the threshold bias for high-quality randomness is only allowed in such a small range is that
the AOFF threshold (i.e., the width of the bistability range,
ΔP = Pth2 − Pth1 in [28] and [34]) at the quantizing step in our
TRNG (see Section II-B) is located at a low level, only 0.1 mW,
so that the chaotic pulse streams have to be attenuated to make
their mean pulse power in accordance with the threshold. In fact,
the AOFF threshold, ΔP = Pth2 − Pth1 , has a large room to be
increased. As demonstrated by Huybrechts et al. in [40] and [41],
the hysteresis curve widens and shifts to higher thresholds
(such as 5 mW, Fig. 4 in [40]) when the bias current of AOFF is
increased. Correspondingly, the threshold bias in our system is
able to be tolerated in a wider range where our TRNG remains
the high-quality randomness. We confirmed that the sufferable
threshold bias in current TRNG would be enhanced to about
0.2 mW when the higher AOFF threshold of 5 mW was applied.
Another method to enhance the TRNG tolerance is introduced: a XOR operation, which can be performed with an alloptical XOR gate based on a hybrid-integrated Mach–Zehnder
interferometer [28]. However, we must point out that even
though an all-optical XOR gate may appear in the future implementation of our TRNG, its function has essential distinction
with that of existing high-speed TRNGs based on chaos single
section lasers with optical feedback [19]–[25]. In their system,
the physical entropy source is a kind of continuous-time chaos.
Such a source is driven by an external feedback cavity into
chaos so that its output is nearly repeated at a roundtrip time
corresponding to the external cavity length. So, the introduced
XOR processing or LSBs algorithm in their system is not only
to enhance the system tolerance, but, more crucially, to eliminate these weak periodicities. That means that their generated
random bits even with unbiased 0/1 ratio have no way to pass
standard randomness tests if they are not post-processed. On the
contrary, chaotic self-pulsations in our optically injected TSSL
show no correlation [see Fig. 3(b)] and has a high complexity [see Fig. 3(c)]. Theoretically, postprocessing procedures are
not required in our system. To some extent, our method may
provide a way to construct fast and simple TRNGs without
postprocessing.

B. Merits and Prospect of All-Optical TRNGs
We believe our all-optical scheme has several benefits over
existing TRNGs as follows:
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1) Our TRNG can be directly compatible with the optical networks without any electric-to-optical or optical-to-electric
devices, because it does all signal processing with alloptical techniques. This characteristic makes it not only
be able to overcome the “electronic bottleneck” limitation [46] but also be more convenient in modern safe
communications. Moreover, in future ultrahigh speed alloptical communications, all-optical signal processing will
be very crucial and required. An extremely flexible communications network can be created if the optical signal
can be directly treated without conversion to an electrical
signal. Thus, all-optical TRNGs can also be expected to
play important roles in future ultrafast all-optical network
security and computing systems.
2) Our TRNG has a simple configuration. Without sampling and postprocessing that are necessities in the existing TRNGs, our method directly quantize chaotic selfpulsations to random sequences with an AOFF. This feature enables our TRNG to avoid the aliasing problem induced by these two procedures and attain a reduction in
structure complexity.
3) The bit rate of our TRNG can reach more than 10 Gb/s
(see Fig. 7) and has the potential of 1 Tb/s. Moreover, the
rate can be continuously tuned in a large range of several
gigabits per second by easily adjusting some control parameters of the entropy source (see Section III). Currently,
the highest bit rate in our TRNG is of the order of 10 Gb/s,
which is mainly limited by the absorption recovery time
of the TSSL based on bulk heterostructures. This limitation can be overcome by replacing the ordinary TSSL with
quantum-dot (QD) TSSL. QD structures possess ultrafast
(of the order of 100 fs) carrier dynamics [47] and thus have
the potential to boost the generation rate to beyond 1 THz.
In addition, it should be noted that our method is modeled
only by extracting one bit from each chaotic pulse with
the AOFF functioned as an all-optical one-bit quantizer. If
it was replaced with an all-optical multibit quantizer such
as that in [48], the bit rates would be much faster.
We also note that there have been recently a large number of
optoelectronic proposals expected to generate ultrahigh speed
random bits by applying different multibit extraction for one
sample and postprocessing of bits [22]–[26]. However, their
ultrafast bit rates are only estimates in theory through offline
processing of experimental stochastic time series recorded with
multibit ADCs. For example, in [25], Argyris et al. demonstrate
a 140 Gb/s TRNG based on chaotic laser, but this rate is obtained
through offline retaining 14 LSB from the 16-bit ADC whose
actual speed in each bit output port is only 10 Gb/s. In practice, it is very hard to realize such ultrafast TRNGs with rates
of hundreds of gigabits per second, as their signal processings
(such as fast optoelectronic conversion, broadband electronic
amplification, electronic ADC, electronic clocks, and the postprocessing circuitry of XOR gates or memory buffers) are done
in the electrical domain faced with “electrical bottleneck.” The
speed limitation of electronic devices is considered to be several gigabits per second [45]. Moreover, the conversion accuracy
and SNR of electrical ADC are limited severely due to the jitter
of the sample clocks and the ambiguity of the electrical comparator [33]. Another difficult challenge to implement these
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electronic-based systems is to maintain strict synchronization
among each electrical components working at such ultrahigh
speeds of hundreds of gigabits per second, especially memory
buffers used for parallel–serial conversion.
V. CONCLUSION
A fast all-optical TRNGs based on discrete-time chaotic systems have been demonstrated theoretically, which do not require
sampling and postprocessing procedures. Utilizing an optically
injected TSSL as a physical entropy source, this new TRNG can
reach a high generation rate above 10 GHz. Moreover, a continuous tuning range of several gigahertz can be achieved through
controlling external parameters of the optically injected TSSL,
such as injection strength K, frequency detuning ω, gain current
Ja , and absorber bias Jb . In addition, the whole signal processing in this system is done in the optical domain and thus can
overcome “electronic bottleneck.” This achievement may spur
more interest toward realizing ultrafast all-optical TRNGs for
modern fast communications and the next-generation all-optical
networks.
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